Dental

Privacy Policy

Purpose

This explains how personal information about you and your health is recorded and managed in our practice. This is
our written privacy policy describing how we manage personal information. You can access a copy of our policy at
our website www.siadental.com.au.

A current version of our Privacy Policy will be available on our website. We may change our Privacy Policy from
time to time by publishing changes to it on our website. You should check our website periodically to ensure you
are aware of our current Privacy Policy.

Who are we?

We manage dental clinics in Australia (Centres) on behalf of the health service providers and dental practitioners
who operate from them (practitioners). We provide the administrative and non-medical services those
practitioners need to provide you with dental or other health services (dental services). Those practitioners are
not our employees and, in providing dental services and doing other things, are independent practitioners.

In our Centres, all patient records are our property (and not the property of either the patient or the dental
practitioners). This assists, if the need arises, other dental practitioners in the Centre to continue to manage your
needs and provide continuity of care.

We understand the importance to our patients of maintaining privacy in relation to the personal information we
collect, use, disclose, hold or otherwise handle in connection with managing our Centres. This Privacy Policy sets
out how we comply with our obligations under the Privacy Act 1988 (Cth) and other relevant State and Territory
legislation in handling your personal information.

By attending a Centre, you consent to your personal information being collected, used, disclosed, stored and
otherwisehandledinaccordancewiththisPolicyand otherrelevant arrangements between us.

What personal information do we collect and hold?

Personal information is information or an opinion about an identified or reasonably identifiable person, whether or
not true and whether recorded in a material form or not. Within this Privacy Policy unless indicated otherwise,
references to personal information also include sensitive information such as information or an opinion about
your health, or health services provided to you.

We will only collect personal information from you where reasonably necessary for purposes directly related to
our functions or activities. We will only collect as much personal information as we and dental practitioners
operating from our Centres need to provide you with services (including dental services) and to allow us to obtain
payment for those services. The types of personal information we may collect and hold about you include:

Identity

Billing and administration Dental

« Name Address « Medicare Number * Medical history
« Date of Birth « Health insurance membership * Clinical notes
* Gender/Sex number ¢ Testresults
« Email address « Credit card number e Treatmentplan
* Telephone number ¢ Prescribed mgdlcatlons
¢ Healthcare identifiers . Rgferral details
« Details of next of kin » Disease status
.

Clinical Digital Images

We may also collect personal information from you when you use and access our websites (including any
information contained in an online enquiry or a request for an appointment, device type and ID, IP address, pages
you visited, time and date of visit and geo-location information).

If you do not provide us with all the personal information we request, dental practitioners operating from our
Centres may not be able to provide dental services to you.

How do we collect and hold personal information?

We collect personal information about you in sever always, including from:
¢ youdirectly (including through our websites, when you complete a new patient form, or when you
interact with a personnel of a Centre, e.g. a nurse or receptionist);
someone with responsibility for you (such as your parent, carer or guardian);
independent dental practitioners in a Centre, including as recorded in your patient records;
external health providers which is provided to a Centre and included in your medical record;
national digital health records (such as your My Health Record);
government agencies such as the Department of Veterans Affairs or Medicare, that you may use for
assistance to access the medical and dental services at our Centres; and
e contractors or service providers engaged to carry out functions on our, or our dental practitioners',
behalf (such as call centres and other providers of recall, marketing campaigns and other
communication services).
When you attend one of our Centres to obtain services from the dental practitioners operating from those
Centres, we create a unique digital dental record for you. Every time a medical, dental or health service is
provided for you at one of our Centres, new information is added to your medical record.
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When you visit our websites, a small data file called a “cookie” is stored on your computer or mobile device by
our server. We use cookies to maintain user sessions and to generate statistics about the number of people that
visit our websites. Generally, this information will not identify you and we do not link it back to your identity or

other information thatyou haveprovidedto us.
Why do we collect, hold use and disclose your personal
information?

1. Health Services

We collect, use, disclose and handle personal information about you for the purpose of delivering, or facilitating
the delivery of medical, dental and health services, including to:

e assist dental practitioners at our Centres to provide you with appropriate health care, treatment and
services;

. provige ylo# and/or your dental practitioner with information that may assist you in managing and improving
your health;

¢ provide a medical history for you that allows your dental practitioner to provide you with better care, as it
assists with identifying changes to your health over time;

¢ respond to your online enquiries or process requests for appointments; and

¢ send you appointment reminders (including by SMS or email) in relation to obtaining services from our
Centres. This enables us to contact you, for example, to make follow-up appointments to discuss test
results, or to remind you that you, or a dependent, are due for an immunisation, pap smear, annual health
assessment or other type of consultation or test.

2. Ordinary course operation of our business

We use and handle your personal information as is reasonably incidental to our ordinary course operations,
including where necessary to manage our administration, store data, conduct systems maintenance and
penetration testing, and manage accounts and payment for the services provided to you. Subject to compliance
with applicable Australian law, these incidental operations shall include our use and, where necessary, disclosure
of your personal information:

« for billings and collection purposes, including to obtain payment from, as appropriate, you, Medicare,
your private health insurance fund or from any organisation responsible for payment of any part of your
account, such as the Department of Veterans Affairs;

e to provide you with information and materials about products and services offered by the Centres
which might be of interest to you. Where you attend a Centre you will be taken to have consented to
the receipt of such materials (including by SMS and email), and to the use and disclosure of your
personal information for this purpose. You may opt-out of receiving such materials by contacting the
privacy officer or following the unsubscribe process described in the relevant material;

« if the circumstances require, to our professional advisers or insurers, or those of your dental practitioners in
compliance with applicable law and on a confidential basis;

¢ to manage and store your personal information in a secure fashion;

« for data entry and data analytics purposes; and

¢ tothird parties, subject to confidentiality and security conditions, (including, in certain circumstances
described below, to offshore third parties):

e who provide support or maintenance services for dental software, systems or equipment we use
(including our practice management system, cloud storage systems and software and hardware within
Centres);

« which provide services to local health networks (either on a de-identified basis, or for the purpose of the
third party de-identifying such information); or

¢ where otherwise reasonably incidental to our ordinary course operations at our Centres, including to
provide or assist us with the services described above.

3. Other handling
We may also access, use or disclose your personal information:

¢ with your consent (or that of your parent, guardian, attorney, authorised representative or other responsible
person), including where you consent to receiving direct marketing communications (including by SMS or
email) about our products and services or those of our partners. You may opt-out of receiving such
communications by contacting the privacy officer or following the unsubscribe process described in the
relevant communication;

e where required to comply with any Australian law;

o for the purposes of a permitted general situation or permitted health situation under the Privacy Act 1988
(Cth); or

¢ where we reasonably believe it necessary to lessen or prevent a serious threat to the life, health or safety of
an individual or public health or safety.

Do we transfer personal information overseas?

We will use best endeavours to ensure your personal information is only stored and accessible from within
Australia. However, we may disclose your personal information, or enable it to be accessed by:
* entities, where required to provide or facilitate the provision of health services to you; or third parties which
are based overseas (including but not limited to India, Malaysia and the Philippines):

e who provide support or maintenance services to us for dental equipment, systems and software
(including payroll systems and software), where their access to personal information is incidental to the
proper performance of a support or maintenance arrangement; and

¢ for the purpose of providing dental transcription services on our behalf.

We will take reasonable steps to ensure that these recipients do not breach the requirements of the Privacy Act
1988 (Cth) and other State and Territory privacy legislation that may be applicable. However, when you provide
your personal information to us, you consent to the disclosure of that information outside of Australia in the
circumstances described above, and acknowledge that we are not required to ensure overseas recipients handle
that personal information in compliance with Australian privacy law.

Security and storage of personal information

We may hold your personal information in either electronic or hardcopy form. We take reasonable steps, and
implement reasonable safeguards, to protect your personal information that we hold from misuse, interference
and loss, as well as unauthorised access, modification and disclosure. We ensure that we and the dental
practitioners handle all patient information securely and in accordance with this Privacy Policy and professional
duties of confidentiality.

We and dental practitioners operating in our Centres are subject to a range of obligations relating to the periods
for which health information and records must be retained. We must generally retain health information about an
individual until at least:

¢ anindividual turns 25 - if we collected the information before the individual was 18; or
* otherwise, 7 years from the last occasion on which that health information was altered, or a health service
was provided to that individual from a Centre.

Following such retention periods, if we no longer require personal information for a purpose permitted by
Australian law, we will take reasonable steps to securely destroy or de-identify such personal information.

Accessing and correcting your personal information

You (or your parent, guardian, attorney, authorised representative or responsible person) may request

(i) details of what personal information we hold about you; or (ii) access to, or that corrections be made to, the
personal information we hold about you, by contacting the Privacy Officer (details below). If you do so, please
specify your identity and the details and format of the information which you are seeking access to, or correction
of (including the element of inaccuracy or incompleteness, and information required to correct your information).
We will respond to your request within a reasonable time.

There are some circumstances where we are not required to give you access to or correct your personal
information. We will normally give you a written notice setting out our reasons for not complying with your
request, and informing you of how you can complain about our refusal.

There is no fee for requesting access to your personal information or for us to make corrections to the same.
However, we may charge a reasonable fee for our costs involved in collating and providing you with access to any
personal information ,in accordance with applicable law. That fee is payable before access is given.

Making a complaint

If you have any concerns or would like to make a complaint about how we handle your personal information,
please contact the Privacy Officer (details below). Please include your name, email address and/or telephone
number and clearly describe your concerns or complaint.

We will endeavour to respond to your complaint within a reasonable time after it is made. If you are unhappy
with our response, we will provide you with information about further steps you can take.

Phone: 1300 582 113

Fax: 03 9032 3111

Email: hcc@hcc.vic.gov.au

Post: Health Service Commissioner
Level 26/570 Bourke Street, Melbourne
Victoria 3000

Victorian Health
Complaints

Commissioner

How to contact us

You can contact our Privacy Officer in the following ways:

admin@siadental.com.au

Attention: Privacy Officer 1138 Mt Alexander Rd,
Essendon, VIC 3040




